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WILSON SONSINT GOODRICH & ROSATI )
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Palo Alto, CA 94304-1050

Tclc?hone' (650) 493-9300
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CANAL-+ TECHNOLOGIES, S.A. and
CANAL+ TECENOLOGIES, INC.

UNITED STATES DISTRICT COURT

3

4

5

u?s for Plaineiffs

6 GRO E CANAL+S.A.,
7

g

9 _ .

NORTHERN DISTRICT OF CALIFORNIA

10
SAN FRANCISCO DIVISION
il
12
GROUPE CANAL~+S A, CANAL- } CASE NO.: C02-01178 VRW
13 | TECHNOLOGIEES, S.A., CANAL+ ) -
TECHNOLCGIES, INC,, ) DECLARATION OF OLIVER
14 ) ) KJOMMERLING IN SUPPORT OF
Plaintiffs, ) PLAINTIFFS' MOTION FOR
15 . )} EXPEDITED DISCOVERY AND TO
v. } PRESERVE DOCUMENTS AND
16 : }  THINGS :
NDS GROUP PLC, NDS AMERICAS, INC., );
15 3
Y Defendants. }  Date: Apal 18,2002
18 | ) Time: 2:00p.m
}  Place: Courtroom 6, 17% Floor
19 ) -
D)
20 )
)
21
22 1, Oliver Kmmerling, declarc as follows:
a3 1. I am the same Oliver Kdmmerling that Mr. Peled identifics in his declarution
24 4 submitted in this ection. § am the principai sharcholder of ADSR, a company that pravides —_
25 r security services to many different businesses, | have provided and continue to provide sccdrity
6 1 services to boda Canals and to NDS Group iV
27 2. I have reud Mr, Peled's decleration and disagree with several of the
23 || sarements he males in it and disagree with some of those statements thst he atribuics to me.
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{ 3. 1 have met with Canal+* lawyers at their request and discussed any knowledge

segarding NDS activitics concerning the publication of Canal+" smart card software on the website

2
3 {| “DR7™ in March 1999. 1 have through my lawyer made NDS aware that 1 am prepared to meet
4 || their lawyers also to discuss my knowledge of this matter. 1 wish o tell the truth cpnwning what 1
s |l know of this maner and would respond to & subpoena to testify issued by this Count in coancction
6 |l with Canal+" lawsuit against NDS. As long as my costs were paid, it would wot be 2 burden 10 me
7 || wo appear in the United States fora deposition. '
8 4. | am fearful that pressure will be brought to bear on me and my fricnds by NDS to
9 || not testify in this action. NDS' lawyer has already spoken with my lewyer, telling him thet {

10 || should be reminded that [ am under contractual obligations to NDS not ta divalge any confidential

11 ! infosmation of NDS. I do not belicve that my koowledge of this matier s of & nature that is

12 {l subject to any such confideatiality agrecment with NDS. 1 was asked to come taa meeu'.ng in

13 | New York City on Tuesday 9% or Wednesday 10th April 2002 by lawycrs working for NDS and

14 || Nesvs Corporation elong with 2!l the other NDS people identified by Canal+ for deposition. |

15 | declined to akend that mecting, but v.;lid make NDS aware that [ was prepared to miet with their

16 I} lawyers in London.

17 s. 1 zm 2lso fearful thar this sction will be damagiag to the reputation of my company

ADSR, of which I hold 60% of the shares 2ad NDS holds 40%. [ have provided secvices to both

NDS and Canal~, as well as other third partics, for the past two years. This actioa ha3s, however,

G
20 {| 1ed to some of ADSR's other customers expressing concern at the abilicy of ADSR maintain

21 [ confidentiality given that NDS is a shareholder. In 2ddition, Mr. Peled, through 2n NDS cmployee,
~2 I has informed me that ] must not continuc providing services to Cangl if this action procecds. As

23 § aresuly, T am secking to terminate the joint venture with NDS and have offered to acquire their

24 | 40% sharcholding. They heve refused to self their shares while this action proceeds. The fact'that |
have l:no@lcdg: of NDS" activities conceming the publication of the Canal+ smancard software
3¢ § means that this ection also volves me. ] want (o testfy (o tell the truth regarding my knowledge

27 | of this matter in a fair proceeding with both sides preseat in order that I may be done with this
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: 23d using the techniques taught by me (some of which were described in my paper “ Design

X Principles for Tamper Resistant Sm'aru:ards" written with Markus Kuhn) were able to physically

werz then able (o explore methods by which people would be able to circumvent the security

| einployees loid me that it was agreed that Chris Tarnavsky should erange for the Canal+ code 1o

rmutter so | may ake such steps as are necessary to preserve the reputation of ADSR or, if

appropriute, to set up a new business independent of NDS.

6. 1 have provided consultancy services in the ficld of microelectronics and software

mﬁ:y to NDS since mid-1996. I have also provided consultancy services to and worked closcly
with NDS operational security department helping to defcat piracy during the samc period. I'was
instumental in the establishment of the NDS research fecility in Haifz, Isracl in latc 1996 and
carly 1997 and the raauimxéxt ol engineers for that facility. I was responsible for the waining of
el] the engincers in Haifa at that time.

7. Based on my personat knowledge énd on infonmation and belief from conversations
with peopic who were involved in the events, ] understand the following to be true:

-8 NDS cogineers in the NDS facility in Haifs, Israel obtained Canal+ smart cards

cxtract the Cansl+ machine code embedded in their smart cards.

- b, INDS. engineers disasscmbled and analyzed the extracted machine code and

micasures contained within that machine code.

c. These efforls and the results weee put inta 8 written document aad circulated

among some NDS employees. | am also in posscssion of'a copy of this report.

d I was informed by 8 friend of the publica!ibn of the Canal+ code on the DR7
website. It becarne apparent to me that it u;'as e same code that had been extracted and analyzed
in the NbS Haifa Iaboratories, Subsequeritly, I was able to contiom this fact with no reasonable

doubt in my mind.

e Later [ was told by then curreat NDS employecs thart the Canzl+ code was

cither handed to or sent from Isrzel 0 Southern Califorais to Chris Tamovsky. The same NDS

bz published on the intcroet.
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Corporation, [ s2id that | belicved the factual aliegations in the Canal+ complaint were accurate

and tuthful, [ also told Ms. Gevenchak that [ had told all these facts to Mr, Peled. I had done this

in a wlephone conversation with Ms, Gente Gavenchak, a lawyer for News

2t a private dinner with him in latc 1999.

8. 1 have read the sllegations contained in paragraph 17 of Mr. Peled's declaration and

say the following:

a. 1 did inform Mr. Peled that ADSR w0018 be undertoking work for Cansl+ on its

smast card security measures as § was required 1o under the terms of the agreement between ADSR

and NDS. ] informed Mr. Peled in his capacity as 8 director of ADSR.
b. Iinformed Mr. Peled that Canal- had supplied me with a development version
of a type of chip which was onc of scverel caadidates for use in their latest generation cards and
that Cansl+ had asked me 1o test the security fearures, not that | hed been supplied with a
development version of the latest generetion card. 1 told Mr, Peled that the security features of that

particular chip were not sufficieat to use the card for their conditionsl access system because [

more secure microprocessor be used. | did not tell him the type to be used, only that minor
customizazion would be necessary to satisfy me that the security features would be adequate: 1

mede no comment 10 Mr. Peled regarding the new generation card itself.
c. I never stated w Mr. Peled that Canal+* sec_uri:y measures an‘d smart card were
not sistc of the art, nor would L. a5 thar would have required me w breach my confidentiality -
obligations to Canal+. I de not know why Mr. Peled chose to anribute those statements to me as 1
ncver made them to him. I would queston the usc of the phrase “state of the ar¢” by Mr. Peled
given that | have much more knowledge of the respective technolog} emplayed by NDS and
Cana.ht- than he has. {do not believe that jtis possible 1o make any reasonablc judgment on

whether a chip or card is state of the art or not given the fimited information 1 gave 10 Mr.Peled

about the work 1 was undertaking on behalf of Canal+,
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1 declarc under penalty of perjury under the luws al'the United Sutes af’ America that the

foregaing is true and comect. Executed on ¢ April 2002, in London, England?

AV

— Aliver Kdmmedling
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